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GDB

GDB

The GNU Debugger
Supports C, C++, and Modula-2 programs
Three ways to debug with gdb

Start a program, debug it and stop it
Debug a running process
Debug a core file

See the refcard1 for a complete summary of the GDB
commands

1http://www.cs.dal.ca/studentservices/refcards/gdbref.pdf
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GDB

Basic GDB commands

Starting GDB
$ gdb ./nocrash
GNU gdb 6.8-debian
Copyright (C) 2008 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later
<http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show
copying"
and "show warranty" for details.
This GDB was configured as "i486-linux-gnu"...
(gdb)

Run
(gdb) run
Starting program:
./nocrash

Program exited normally.
(gdb)

See the complete example (attachment nocrash.c)
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GDB

Basic GDB commands (cont.)

Setting a break point and display expressions values
(gdb) break print_AB
Breakpoint 1 at 0x804851b: file nocrash.c, line 53.
(gdb) run
Starting program:
./nocrash

Breakpoint 1, print_AB (ab=0x91f1008) at nocrash.c:53
53printf ("%s %s\n", ab->a, ab->b);
(gdb) print ab
$1 = (AB *) 0x91f1008
(gdb) print ab->a
$2 = 0x91f1018 "Hello"
(gdb) print ab->b
$3 = 0x91f1028 "World"
(gdb)

Getting a backtrace
(gdb) bt
#0 0xb7e1ffa9 in ?? () from /lib/tls/i686/cmov/libc.so.6
#1 0xb7e205b6 in free () from /lib/tls/i686/cmov/libc.so.6
#2 0x080484b0 in destroy_AB (ab=0x91f1008) at nocrash.c:29
#3 0x0804859a in main () at nocrash.c:70

Killing the program
(gdb) kill
Kill the program being debugged? (y or n) y
(gdb)
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Valgrind

Valgrind

Valgrind is a framework for building program analysis tools
It includes several tools

Memory checker (memcheck)
Cache profiler (cachegrind)
Call graph profiler (callgrind)
Heap profiler (massif)
Race conditions spotter (helgrind)

Memcheck is the most widely used tool
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Valgrind

Valgrind: Memecheck

Memcheck can detect the following problems
Use of uninitialised memory
Reading/writing memory after it has been free’d
Reading/writing off the end of malloc’d blocks
Reading/writing inappropriate areas on the stack
Memory leaks

Definitely lost
Possibly lost
Still reachable

Mismatched use of malloc/new/new [] vs free/delete/delete
[]
Overlapping src and dst pointers in memcpy() and related
functions
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Valgrind

Valgrind: Running Memecheck

Common options
–undef-value-errors=<yes|no> [default: yes]
–track-origins=<yes|no> [default: no]
–leak-check=<no|summary|yes|full> [default: summary]
–show-reachable=<yes|no> [default: no]

Example: (attachment error.c)
$ valgrind --track-origins=yes --leak-check=full --show-reachable=yes ./error
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Valgrind

Valgrind: Memcheck output

Use of uninitialised memory
==11834== Conditional jump or move depends on uninitialised value(s)
==11834== at 0x8048539: main (error.c:24)
==11834== Uninitialised value was created by a stack allocation
==11834== at 0x80484D2: main (error.c:9)
==11834==
==11834== Syscall param write(buf) points to uninitialised byte(s)
==11834== at 0x40007F2: (within /lib/ld-2.9.so)
==11834== by 0x405E774: (below main) (in /lib/tls/i686/cmov/libc-2.9.so)
==11834== Address 0x41ac148 is 0 bytes inside a block of size 30 alloc’d
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048597: main (error.c:36)
==11834== Uninitialised value was created by a heap allocation
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048597: main (error.c:36)
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Valgrind

Valgrind: Memcheck output (cont.)

Reading/writing off the end of malloc’d blocks
==11834== Invalid read of size 4
==11834== at 0x804855C: main (error.c:28)
==11834== Address 0x41ac118 is 4 bytes after a block of size 20 alloc’d
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048552: main (error.c:26)
==11834==
==11834== Invalid write of size 4
==11834== at 0x804857F: main (error.c:32)
==11834== Address 0x41ac120 is 12 bytes after a block of size 20 alloc’d
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048552: main (error.c:26)

Reading/writing memory after it has been free’d
==11834== Invalid write of size 4
==11834== at 0x8048666: main (error.c:51)
==11834== Address 0x41ac108 is 8 bytes inside a block of size 20 free’d
==11834== at 0x4025E5A: free (vg_replace_malloc.c:293)
==11834== by 0x8048654: main (error.c:48)
==11834==
==11834== Invalid read of size 4
==11834== at 0x8048689: main (error.c:59)
==11834== Address 0x41ac198 is 0 bytes inside a block of size 20 free’d
==11834== at 0x4025E5A: free (vg_replace_malloc.c:293)
==11834== by 0x8048685: main (error.c:57)
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Valgrind

Valgrind: Memcheck output (cont.)

Mismatched use of malloc/new/new [] vs free/delete/delete
[]
==11834== Invalid free() / delete / delete[]
==11834== at 0x4025E5A: free (vg_replace_malloc.c:293)
==11834== by 0x804858B: main (error.c:34)
==11834== Address 0x41ac0b2 is 2 bytes inside a block of size 30 alloc’d
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048520: main (error.c:19)
==11834==
==11834== Invalid free() / delete / delete[]
==11834== at 0x4025E5A: free (vg_replace_malloc.c:293)
==11834== by 0x804865F: main (error.c:49)
==11834== Address 0x41ac100 is 0 bytes inside a block of size 20 free’d
==11834== at 0x4025E5A: free (vg_replace_malloc.c:293)
==11834== by 0x8048654: main (error.c:48)

Overlapping src and dst pointers in memcpy() and related
functions
==11834== Source and destination overlap in memcpy(0xBEF5BED0, 0xBEF5BEBC, 21)
==11834== at 0x4027C29: memcpy (mc_replace_strmem.c:380)
==11834== by 0x804860F: main (error.c:44)
==11834==
==11834== Source and destination overlap in memcpy(0xBEF5BEBC, 0xBEF5BED0, 21)
==11834== at 0x4027C29: memcpy (mc_replace_strmem.c:380)
==11834== by 0x8048649: main (error.c:46)
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Valgrind

Valgrind: Memcheck output (cont.)

Memory leaks
==11834== ERROR SUMMARY: 28 errors from 23 contexts (suppressed: 0 from 0)
==11834== malloc/free: in use at exit: 70 bytes in 3 blocks.
==11834== malloc/free: 6 allocs, 5 frees, 130 bytes allocated.
==11834== For counts of detected errors, rerun with: -v
==11834== searching for pointers to 3 not-freed blocks.
==11834== checked 53,580 bytes.

Definitely lost
==11834== 10 bytes in 1 blocks are definitely lost in loss record 1 of 3
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x80484F7: main (error.c:11)

Still reachable
==11834== 30 bytes in 1 blocks are still reachable in loss record 2 of 3
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048597: main (error.c:36)

Possibly lost
==11834== 30 bytes in 1 blocks are possibly lost in loss record 3 of 3
==11834== at 0x402703E: malloc (vg_replace_malloc.c:177)
==11834== by 0x8048520: main (error.c:19)
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Valgrind

Valgrind: Massif

It measures how much heap memory a program uses
It can also measure the size of a program’s stack(s).
Disabled by default
It might also help to find memory leaks that memcheck
doesn’t detect, because memory is never lost, but it’s not in
use either
It provides detailed information about which parts of the
program are responsible for allocating the head memory
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Valgrind

Valgrind: Running Massif

Example: (attachment massif.c)

$ valgrind --tool=massif --time-unit=B ./massif

It doesn’t print any statistics, instead it writes everything
into a file called massif.out.<pid>
In order to make this file more “human-redable”, we need
to use the ms_print script
$ ms_print massif.out.14579 > massif-example.txt

The output includes a graph showing the memory
consumption and detailed information about the allocations
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Valgrind

Valgrind: The Massif Graph
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0 176.0

Number of snapshots: 28
Detailed snapshots: [3 (peak), 13, 23]
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Valgrind

Valgrind: The Massif Graph (cont.)

Massif takes snapshots (that is, a measurement of the
memory usage at a certain point in time) that are
represented in the graph by every vertical bar

Normal snapshots: only basic information is recorded for
them. Represented by bars consisting of ’:’ and ’.’
characters
Detailed snapshots: Detailed information about where
allocations happened is recorded. Represented by bars
consisting of ’@’ and ’,’ character
Peak snapshots: there’s at most one. It’s a detailed
snapshot representing the greatest memory consumption
point
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Valgrind

Valgrind: Massif snapshot details

After the graph, there’s detailed information about the
snapshots.
There’s a table containing information about every
snapshot

Its number id
The time
Total memory consumed at that point
Useful bytes allocated in the heap at that point
Extra bytes allocated in the heap at that point
The size of the stack

Additionally, for detailed snapshots, the allocation tree is
provided. This tree contains the stack trace of every single
allocation which gives a complete picture of how and why
all heap memory was allocated
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Valgrind

Valgrind: Massif snapshot details (cont.)

--------------------------------------------------------------------------------
n time(B) total(B) useful-heap(B) extra-heap(B) stacks(B)

--------------------------------------------------------------------------------
0 0 0 0 0 0
1 30,008 30,008 30,000 8 0
2 50,016 50,016 50,000 16 0
3 50,016 50,016 50,000 16 0

99.97% (50,000B) (heap allocation functions) malloc/new/new[], --alloc-fns, etc.
->59.98% (30,000B) 0x8048404: bar (massif.c:8)
| ->59.98% (30,000B) 0x8048417: foo (massif.c:18)
| ->59.98% (30,000B) 0x8048450: main (massif.c:33)
|
->39.99% (20,000B) 0x8048426: foo (massif.c:20)

->39.99% (20,000B) 0x8048450: main (massif.c:33)

There are two allocations at this point:
Line 8: p = malloc(30000);
Line 20: p2 = malloc(20000);

The total size is 50,016 Bytes which means this snapshot
was taken between lines 20 and 22.
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Valgrind

Sysprof

Sysprof is a sampling CPU profiler for Linux
Profiles all running processes showing the time spent in
each branch of the call tree
It uses a kernel module that needs to be added before
running Sysprof.
It only supports the i386 and x86-64 architectures
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Valgrind

Running Sysprof

First we have to load the kernel module
$ sudo modprobe sysprof-module

And finaly launch the GUI program
$ sudo sysprof
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Valgrind

Sysprof GUI
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strace

strace

Intercepts and records the system calls which are called by
a process as well as the signals received
Each line in the trace contains the system call name,
followed by its arguments in parentheses and its return
value

open("/dev/null", O_RDONLY) = 3
open("/foo/bar", O_RDONLY) = -1 ENOENT (No such file or directory)
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strace

Running strace

Without arguments, its output is printed to stderr
$ strace command

Useful options when profiling
-ttt: Prefix each line of the trace with the time as the number
of seconds since the epoch including microseconds too
-f: Trace child processes as they are created by currently
traced processes
-o: Write the trace output to the file filename rather than to
stderr

$ strace -ttt -f -o program.strace program
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strace

Using strace for time profiling

Why does my application take so long to do ...?
First of all we need to identify which parts of the code are
the slowest
We can add traces to our program that are visible in a
strace output with the following function:
#include <unistd.h>
static void
program_log (const char *format, ...)
{

va_list args;
char *formatted, *str;

va_start (args, format);
formatted = g_strdup_vprintf (format, args);
va_end (args);

str = g_strdup_printf ("MARK: %s: %s", g_get_prgname(),
%formatted);

g_free (formatted);

access (str, F_OK);
g_free (str);

}
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strace

Using strace for time profiling

The function is specific for GLib applications, but it’s easy
to write something similar without using GLib at all
The key point of the function is the access system call
access checks whether the calling process has
permissions to access the given filename
By providing a custom string as filename, access will
always fail, but it will appear in the strace output
21830 1237557677.223326 access("MARK: evince: parsing arguments",

F_OK) = -1 ENOENT (No such file or directory)

We can now parse the strace output to see how long it
takes between the marks added to the code
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strace

strace: using plot-timeline.py script

plot-timeline.py is a script that parses the strace output and
plots a graph with the results
$ python plot-timeline.py -o graph.png program.strace

(plot-timeline.py script is available as an attachment to this
document)
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strace

strace: plot-timeline.py output graph
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strace

strace: plot-timeline.py output graph
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strace

strace: plot-timeline.py output graph
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strace

strace: plot-timeline.py output graph

Looking at the graph we can clearly identify two point to
worry about

ev_window_new: it takes a long time compared to the other
functions. Is it normal? Can we improve it somehow?
gtk_window_present: there’s definitely something weird
there. What’s going on?

We should always start looking at the function that take the
longest.

(The original graph file is attached to this document:
ev-timeline.png)
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>

typedef struct {
	char *a;
	char *b;
} AB;

static AB *
create_AB (void)
{
	AB *ab;

	ab = (AB *) malloc (sizeof (AB));

	return ab;
}

static void
destroy_AB (AB *ab)
{
	if (!ab)
		return;

	free (ab->a);
	free (ab->b);

	free (ab);
}

static void
set_a (AB         *ab,
       const char *a)
{
	if (ab->a)
		free (ab->a);
	ab->a = strdup (a);
}

static void
set_b (AB         *ab,
       const char *b)
{
	if (ab->b)
		free (ab->b);
	ab->b = strdup (b);
}

static void
print_AB (AB *ab)
{
	printf ("%s %s\n", ab->a, ab->b);
}

int main (int argc, char **argv)
{
	int i;

	for (i = 0; i < 10; i++) {
		AB *ab;
		
		ab = create_AB ();
		
		set_a (ab, "Hello");
		set_b (ab, "World");
		
		print_AB (ab);
		
		destroy_AB (ab);
	}

	return 0;
}



#include <gtk/gtk.h>
#include <string.h>

enum {
	PATH_COLUMN,
	FILENAME_COLUMN,
	ICON_COLUMN,
	IS_DIRECTORY_COLUMN,
	N_COLUMNS
};

static GdkPixbuf *file_pixbuf, *folder_pixbuf;
static gchar *parent;

static void
load_pixbufs (void)
{
	GtkIconTheme *icon_theme;
	
	if (file_pixbuf)
		return;

	icon_theme = gtk_icon_theme_get_default ();
	
	file_pixbuf = gtk_icon_theme_load_icon (icon_theme,
						GTK_STOCK_FILE,
						24, 0, NULL);
	folder_pixbuf = gtk_icon_theme_load_icon (icon_theme,
						  GTK_STOCK_DIRECTORY,
						  24, 0, NULL);
}

static void
fill_model (GtkListStore *model)
{
	GDir        *dir;
	const gchar *name;
	GtkTreeIter  iter;

	load_pixbufs ();

	if (!parent)
		parent = g_strdup ("/");
	
	gtk_list_store_clear (model);

	dir = g_dir_open (parent, 0, NULL);
	if (!dir)
		return;

	name = g_dir_read_name (dir);
	while (name) {
		gchar   *path, *display_name;
		gboolean is_dir;

		/* We ignore hidden files that start with a '.' */
		if (name[0] == '.') {
			name = g_dir_read_name (dir);
			continue;
		}
		
		path = g_build_filename (parent, name, NULL);
		
		is_dir = g_file_test (path, G_FILE_TEST_IS_DIR);
		
		display_name = g_filename_to_utf8 (name, -1, NULL, NULL, NULL);
		
		gtk_list_store_append (model, &iter);
		gtk_list_store_set (model, &iter,
				    PATH_COLUMN, path,
				    FILENAME_COLUMN, display_name,
				    IS_DIRECTORY_COLUMN, is_dir,
				    ICON_COLUMN, is_dir ? folder_pixbuf : file_pixbuf,
				    -1);
		g_free (path);
		g_free (display_name);

		name = g_dir_read_name (dir);
	}
}

static void
up_button_clicked (GtkButton    *button,
		   GtkListStore *model)
{
	gchar *dir_name;

	if (strcmp (parent, "/") == 0)
		return;
	
	dir_name = g_path_get_dirname (parent);
	g_free (parent);

	parent = dir_name;

	fill_model (model);
}

static void
update_model (GtkTreeModel *model,
	      GtkTreePath  *path)
{
	GtkTreeIter iter;
	gchar      *item_path;
	gboolean    is_dir;

	gtk_tree_model_get_iter (model, &iter, path);
	gtk_tree_model_get (model, &iter,
			    PATH_COLUMN, &item_path,
			    IS_DIRECTORY_COLUMN, &is_dir,
			    -1);
	if (!is_dir) {
		g_free (item_path);
		return;
	}

	g_free (parent);
	parent = item_path;

	fill_model (GTK_LIST_STORE (model));
}

/* Tree View */
static void
tree_view_item_activated (GtkTreeView       *tree_view,
			  GtkTreePath       *path,
			  GtkTreeViewColumn *column,
			  gpointer           user_data)
{
	GtkTreeModel *model;

	model = gtk_tree_view_get_model (tree_view);

	update_model (model, path);
}

static GtkWidget *
create_tree_view_with_model (GtkTreeModel *model)
{
	GtkWidget       *tree_view;
	GtkCellRenderer *renderer;

	tree_view = gtk_tree_view_new_with_model (model);
	g_signal_connect (tree_view, "row-activated",
			  G_CALLBACK (tree_view_item_activated),
			  NULL);

	/** Add columns **/
	/* Icon column */
	renderer = gtk_cell_renderer_pixbuf_new ();
	gtk_tree_view_insert_column_with_attributes (GTK_TREE_VIEW (tree_view),
						     0, "Icon",
						     renderer,
						     "pixbuf", ICON_COLUMN,
						     NULL);
	/* File Name column */
	renderer = gtk_cell_renderer_text_new ();
	gtk_tree_view_insert_column_with_attributes (GTK_TREE_VIEW (tree_view),
						     1, "File Name",
						     renderer,
						     "text", FILENAME_COLUMN,
						     NULL);
	
	return tree_view;
}

/* Icon View */
static void
icon_view_item_activated (GtkIconView *icon_view,
			  GtkTreePath *path,
			  gpointer     user_data)
{
	GtkTreeModel *model;
	
	model = gtk_icon_view_get_model (icon_view);

	update_model (model, path);
}

static GtkWidget *
create_icon_view_with_model (GtkTreeModel *model)
{
	GtkWidget *icon_view;
	
	icon_view = gtk_icon_view_new_with_model (model);
	gtk_icon_view_set_text_column (GTK_ICON_VIEW (icon_view), FILENAME_COLUMN);
	gtk_icon_view_set_pixbuf_column (GTK_ICON_VIEW (icon_view), ICON_COLUMN);

	g_signal_connect (icon_view, "item-activated",
			  G_CALLBACK (icon_view_item_activated),
			  NULL);

	return icon_view;
}

/* GtkComboBox */
static void
combo_item_activated (GtkComboBox *combo,
		      gpointer     user_data)
{
	GtkTreeModel *model;
	GtkTreeIter   iter;

	model = gtk_combo_box_get_model (combo);
	
	if (gtk_combo_box_get_active_iter (combo, &iter)) {
		GtkTreePath  *path;
		
		path = gtk_tree_model_get_path (model, &iter);
		update_model (model, path);
		gtk_tree_path_free (path);
	}
}

static void
combo_model_changed (GtkComboBox *combo,
		     GtkTreePath  *path,
		     GtkTreeIter  *iter,
		     gpointer      user_data)
{
	static gchar *old_path = NULL;

	if (strcmp (old_path, parent) == 0)
		return;

	g_signal_handlers_block_by_func (combo, combo_item_activated, NULL);
	gtk_combo_box_set_active (combo, 0);
	g_signal_handlers_unblock_by_func (combo, combo_item_activated, NULL);

	old_path = parent;
}

static GtkWidget *
create_combo_box_with_model (GtkTreeModel *model)
{
	GtkWidget       *combo;
	GtkCellRenderer *renderer;

	combo = gtk_combo_box_new_with_model (model);
	gtk_combo_box_set_active (GTK_COMBO_BOX (combo), 0);
	g_signal_connect (combo, "changed",
			  G_CALLBACK (combo_item_activated),
			  NULL);
	g_signal_connect_swapped (model, "row-inserted",
				  G_CALLBACK (combo_model_changed),
				  combo);

	renderer = gtk_cell_renderer_pixbuf_new ();
	gtk_cell_layout_pack_start (GTK_CELL_LAYOUT (combo),
				    renderer, FALSE);
	gtk_cell_layout_set_attributes (GTK_CELL_LAYOUT (combo),
					renderer,
					"pixbuf", ICON_COLUMN,
					NULL);
	
	renderer = gtk_cell_renderer_text_new ();
	gtk_cell_layout_pack_start (GTK_CELL_LAYOUT (combo),
				    renderer, TRUE);
	gtk_cell_layout_set_attributes (GTK_CELL_LAYOUT (combo),
					renderer,
					"text", FILENAME_COLUMN,
					NULL);
	return combo;
}

gint main (gint argc, gchar **argv)
{
	GtkWidget    *win;
	GtkWidget    *vbox, *hbox;
	GtkWidget    *topbar;
	GtkWidget    *up_button;
	GtkWidget    *swindow;
	GtkListStore *model;
	GtkWidget    *tree_view;
	GtkWidget    *icon_view;
	GtkWidget    *combo;

	gtk_init (&argc, &argv);

	/* Create and fill the model */
	model = gtk_list_store_new (N_COLUMNS,
				    G_TYPE_STRING,
				    G_TYPE_STRING,
				    GDK_TYPE_PIXBUF,
				    G_TYPE_BOOLEAN);
	fill_model (model);
	
	win = gtk_window_new (GTK_WINDOW_TOPLEVEL);
	gtk_window_set_title (GTK_WINDOW (win), "MVC Widgets Demos");
	gtk_window_set_default_size (GTK_WINDOW (win), 600, 600);
	g_signal_connect (win, "delete-event",
			  G_CALLBACK (gtk_main_quit),
			  NULL);

	vbox = gtk_vbox_new (FALSE, 12);

	topbar = gtk_hbox_new (FALSE, 6);
	up_button = gtk_button_new_from_stock (GTK_STOCK_GO_UP);
	g_signal_connect (up_button, "clicked",
			  G_CALLBACK (up_button_clicked),
			  model);
	gtk_box_pack_start (GTK_BOX (topbar), up_button, FALSE, FALSE, 0);
	gtk_widget_show (up_button);

	gtk_box_pack_start (GTK_BOX (vbox), topbar, FALSE, TRUE, 0);
	gtk_widget_show (topbar);
	
	hbox = gtk_hbox_new (FALSE, 0);

	/* Tree View */
	tree_view = create_tree_view_with_model (GTK_TREE_MODEL (model));

	swindow = gtk_scrolled_window_new (NULL, NULL);
	gtk_scrolled_window_set_policy (GTK_SCROLLED_WINDOW (swindow),
					GTK_POLICY_AUTOMATIC,
					GTK_POLICY_AUTOMATIC);
	gtk_scrolled_window_set_shadow_type (GTK_SCROLLED_WINDOW (swindow),
					     GTK_SHADOW_IN);
	gtk_container_add (GTK_CONTAINER (swindow), tree_view);
	gtk_widget_show (tree_view);

	gtk_box_pack_start (GTK_BOX (hbox), swindow, TRUE, TRUE, 0);
	gtk_widget_show (swindow);

	/* Icon view */
	icon_view = create_icon_view_with_model (GTK_TREE_MODEL (model));

	swindow = gtk_scrolled_window_new (NULL, NULL);
	gtk_scrolled_window_set_policy (GTK_SCROLLED_WINDOW (swindow),
					GTK_POLICY_AUTOMATIC,
					GTK_POLICY_AUTOMATIC);
	gtk_scrolled_window_set_shadow_type (GTK_SCROLLED_WINDOW (swindow),
					     GTK_SHADOW_IN);
	gtk_container_add (GTK_CONTAINER (swindow), icon_view);
	gtk_widget_show (icon_view);

	gtk_box_pack_start (GTK_BOX (hbox), swindow, TRUE, TRUE, 0);
	gtk_widget_show (swindow);

	/* ComboBox */
	combo = create_combo_box_with_model (GTK_TREE_MODEL (model));
	gtk_box_pack_start (GTK_BOX (topbar), combo, FALSE, FALSE, 0);
	gtk_widget_show (combo);

	g_object_unref (model);
	
	gtk_box_pack_start (GTK_BOX (vbox), hbox, TRUE, TRUE, 0);
	gtk_widget_show (hbox);
	
	gtk_container_add (GTK_CONTAINER (win), vbox);
	gtk_widget_show (vbox);

	gtk_widget_show (win);

	gtk_main ();

	if (file_pixbuf)
		g_object_unref (file_pixbuf);
	if (folder_pixbuf)
		g_object_unref (folder_pixbuf);
	if (parent)
		g_free (parent);
	
	return 0;
}




#include <stdlib.h>
#include <stdio.h>
#include <unistd.h>
#include <string.h>

int 
main (int argc, char **argv)
{
  int *p, *p1, j;                
  char *arr  = malloc(10); /* leak (definitely lost) */
  char arr2[100];
  char *parr;
  
  arr = malloc(20);

  free (arr);

  arr = malloc (30); /* leak (possibly lost) */
  parr = arr;
  parr += 2;
  arr = NULL;
  
  if (j) printf ("error\n"); /* uninitialised value */
  
  p = malloc (5*sizeof(int));
  
  j = p[6]; /* invalid read */
  
  p[0] = 1;

  if (p[0]) p[8] = j+1; /* invalid write */

  free (arr);

  arr = malloc(30); /* leak (still reachable) */

  write (1, arr, 10); /* syscall uninitialised bytes */
      
  for (j = 0; j < 30; j++) 
    arr2[j] = j+1;
  
  memcpy (arr2+20, arr2, 20);
  memcpy (arr2+20, arr2, 21); /* overlap */
  memcpy (arr2, arr2+20, 20);
  memcpy (arr2, arr2+20, 21); /* overlap */

  free (p);
  free (p); /* invalid free */

  p[2] = 6; /* invalid write, free info */

  p1 = malloc (5*sizeof(int)); /* leak possibly loss */

/*   p1 = p1+1; */
  
  free (p1); /* invalid free */

  exit (p1[0]); /* syscall uninitialised bytes & uninitialised value*/

  return 0;
}



#include <stdlib.h>

static void *
bar (void)
{
	void *p;

	p = malloc (30000);

	return p;
}

static void *
foo (void)
{
	void *p1, *p2;

	p1 = bar ();

	p2 = malloc (20000);

	free (p1);

	return p2;
}

int main (int argc, char **argv)
{
	void *p;
	void *a[10];
	int   i;

	p = foo ();

	for (i = 0; i < 10; i++)
		a[i] = malloc (1000);

	free (p);
	p = bar ();

	for (i = 0; i < 10; i++)
		free (a[i]);

	free (p);

	return 0;
}



#!/usr/bin/env python
#
# plot-timeline.py - A simple program to plot timelines based on a Linux strace(1) log.
# Copyright (C) 2007 Federico Mena-Quintero, Johan Dahlin
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.
#
# Authors: Federico Mena-Quintero <federico@gnu.org>
#          Johan Dahlin <johan@gnome.org>

import math
import optparse
import os
import re
import sys

import cairo

### CUSTOMIZATION BEGINS HERE

FONT_NAME = "Bitstream Vera Sans"
FONT_SIZE = 10
PIXELS_PER_SECOND = 300
PIXELS_PER_LINE = 12
PLOT_WIDTH = 1400
TIME_SCALE_WIDTH = 20
SYSCALL_MARKER_WIDTH = 20
LOG_TEXT_XPOS = 300
LOG_MARKER_WIDTH = 20
BACKGROUND_COLOR = (1, 1, 1)

# list of strings to ignore in the plot
ignore_strings = [
#    "nautilus_directory_async_state_changed"
    ]

# list of pairs ("string", (r, g, b)) to give a special color to some strings
special_colors = [
#    ("nautilus_window_size_allocate", (1, 1, 1)),
#    ("STARTING MAIN LOOP", (1, 0, 0)),
    ]

### CUSTOMIZATION ENDS HERE

def get_special_color (string):
    for sc in special_colors:
        if string.find (sc[0]) >= 0:
            return sc[1]

    return None

def string_has_substrings (string, substrings):
    for i in substrings:
        if string.find (i) >= 0:
            return True

    return False

# assumes "strace -ttt -f"
mark_regex = re.compile (r'^\d+ +(\d+\.\d+) +access\("MARK: ([^:]*: )(.*)", F_OK.*')
mark_timestamp_group = 1
mark_program_group = 2
mark_log_group = 3

# 3273  1141862703.998196 execve("/usr/bin/dbus-launch", ["/usr/bin/dbus-launch", "--sh-syntax", "--exit-with-session", "/usr/X11R6/bin/gnome"], [/* 61 vars */]) = 0
# 3275  1141862704.003623 execve("/home/devel/bin/dbus-daemon", ["dbus-daemon", "--fork", "--print-pid", "8", "--print-address", "6", "--session"], [/* 61 vars */]) = -1 ENOENT (No such file or directory)
complete_exec_regex = re.compile (r'^(\d+) +(\d+\.\d+) +execve\("(.*)", \[".*= (0|-1 ENOENT \(No such file or directory\))$')
complete_exec_pid_group = 1
complete_exec_timestamp_group = 2
complete_exec_command_group = 3
complete_exec_result_group = 4

# 3283  1141862704.598008 execve("/opt/gnome/lib/GConf/2/gconf-sanity-check-2", ["/opt/gnome/lib/GConf/2/gconf-san"...], [/* 66 vars */] <unfinished ...>
unfinished_exec_regex = re.compile (r'^(\d+) +(\d+\.\d+) +execve\("(.*)", \[".*<unfinished \.\.\.>$')
unfinished_exec_pid_group = 1
unfinished_exec_timestamp_group = 2
unfinished_exec_command_group = 3

# 3283  1141862704.598704 <... execve resumed> ) = 0
# 3309  1141862707.027481 <... execve resumed> ) = -1 ENOENT (No such file or directory)
resumed_exec_regex = re.compile (r'^(\d+) +(\d+\.\d+) +<\.\.\. execve resumed.*= (0|-1 ENOENT \(No such file or directory\))$')
resumed_exec_pid_group = 1
resumed_exec_timestamp_group = 2
resumed_exec_result_group = 3

success_result = "0"

class BaseMark:
    colors = 0, 0, 0
    def __init__(self, timestamp, log):
        self.timestamp = timestamp
        self.log = log
        self.timestamp_ypos = 0
        self.log_ypos = 0

class AccessMark(BaseMark):
    pass

class LastMark(BaseMark):
    colors = 1.0, 0, 0

class FirstMark(BaseMark):
    colors = 1.0, 0, 0

class ExecMark(BaseMark):
#    colors = 0.75, 0.33, 0.33
    colors = (1.0, 0.0, 0.0)
    def __init__(self, timestamp, log, is_complete, is_resumed):
#        if is_complete:
	text = 'execve: '
#        elif is_resumed:
#            text = 'execve resumed: '
#        else:
#            text = 'execve started: '

        text = text + os.path.basename(log)
        BaseMark.__init__(self, timestamp, text)

class Metrics:
    def __init__(self):
        self.width = 0
        self.height = 0

# don't use black or red
palette = [
    (0.12, 0.29, 0.49),
    (0.36, 0.51, 0.71),
    (0.75, 0.31, 0.30),
    (0.62, 0.73, 0.38),
    (0.50, 0.40, 0.63),
    (0.29, 0.67, 0.78),
    (0.96, 0.62, 0.34),
    (1.0 - 0.12, 1.0 - 0.29, 1.0 - 0.49),
    (1.0 - 0.36, 1.0 - 0.51, 1.0 - 0.71),
    (1.0 - 0.75, 1.0 - 0.31, 1.0 - 0.30),
    (1.0 - 0.62, 1.0 - 0.73, 1.0 - 0.38),
    (1.0 - 0.50, 1.0 - 0.40, 1.0 - 0.63),
    (1.0 - 0.29, 1.0 - 0.67, 1.0 - 0.78),
    (1.0 - 0.96, 1.0 - 0.62, 1.0 - 0.34)
    ]

class SyscallParser:
    def __init__ (self):
        self.pending_execs = []
        self.syscalls = []

    def search_pending_execs (self, search_pid):
        n = len (self.pending_execs)
        for i in range (n):
            (pid, timestamp, command) = self.pending_execs[i]
            if pid == search_pid:
                return (i, timestamp, command)

        return (None, None, None)

    def add_line (self, str):
        m = mark_regex.search (str)
        if m:
            timestamp = float (m.group (mark_timestamp_group))
            program = m.group (mark_program_group)
            text = program + m.group (mark_log_group)
            if text == 'last':
                self.syscalls.append (LastMark (timestamp, text))
            elif text == 'first':
                self.syscalls.append (FirstMark (timestamp, text))
            else:
                if not string_has_substrings (text, ignore_strings):
                    s = AccessMark (timestamp, text)
                    c = get_special_color (text)
                    if c:
                        s.colors = c
                    else:
                        program_hash = program.__hash__ ()
                        s.colors = palette[program_hash % len (palette)]

                    self.syscalls.append (s)

            return

        m = complete_exec_regex.search (str)
        if m:
            result = m.group (complete_exec_result_group)
            if result == success_result:
                pid = m.group (complete_exec_pid_group)
                timestamp = float (m.group (complete_exec_timestamp_group))
                command = m.group (complete_exec_command_group)
                self.syscalls.append (ExecMark (timestamp, command, True, False))

            return

        m = unfinished_exec_regex.search (str)
        if m:
            pid = m.group (unfinished_exec_pid_group)
            timestamp = float (m.group (unfinished_exec_timestamp_group))
            command = m.group (unfinished_exec_command_group)
            self.pending_execs.append ((pid, timestamp, command))
#            self.syscalls.append (ExecMark (timestamp, command, False, False))
            return

        m = resumed_exec_regex.search (str)
        if m:
            pid = m.group (resumed_exec_pid_group)
            timestamp = float (m.group (resumed_exec_timestamp_group))
            result = m.group (resumed_exec_result_group)

            (index, old_timestamp, command) = self.search_pending_execs (pid)
            if index == None:
                print "Didn't find pid %s in pending_execs!" % pid
                sys.exit (1)

            del self.pending_execs[index]

            if result == success_result:
                self.syscalls.append (ExecMark (timestamp, command, False, True))

def parse_strace(filename):
    parser = SyscallParser ()

    for line in file(filename, "r"):
        if line == "":
            break

        parser.add_line (line)

    return parser.syscalls

def normalize_timestamps(syscalls):

    first_timestamp = syscalls[0].timestamp

    for syscall in syscalls:
        syscall.timestamp -= first_timestamp

def compute_syscall_metrics(syscalls):
    num_syscalls = len(syscalls)

    metrics = Metrics()
    metrics.width = PLOT_WIDTH

    last_timestamp = syscalls[num_syscalls - 1].timestamp
    num_seconds = int(math.ceil(last_timestamp))
    metrics.height = max(num_seconds * PIXELS_PER_SECOND,
                         num_syscalls * PIXELS_PER_LINE)

    text_ypos = 0

    for syscall in syscalls:
        syscall.timestamp_ypos = syscall.timestamp * PIXELS_PER_SECOND
        syscall.log_ypos = text_ypos + FONT_SIZE

        text_ypos += PIXELS_PER_LINE

    return metrics

def plot_time_scale(surface, ctx, metrics):
    num_seconds = (metrics.height + PIXELS_PER_SECOND - 1) / PIXELS_PER_SECOND

    ctx.set_source_rgb(0.5, 0.5, 0.5)
    ctx.set_line_width(1.0)

    for i in range(num_seconds):
        ypos = i * PIXELS_PER_SECOND

        ctx.move_to(0, ypos + 0.5)
        ctx.line_to(TIME_SCALE_WIDTH, ypos + 0.5)
        ctx.stroke()

        ctx.move_to(0, ypos + 2 + FONT_SIZE)
        ctx.show_text("%d s" % i)

def plot_syscall(surface, ctx, syscall):
    ctx.set_source_rgb(*syscall.colors)

    # Line

    ctx.move_to(TIME_SCALE_WIDTH, syscall.timestamp_ypos)
    ctx.line_to(TIME_SCALE_WIDTH + SYSCALL_MARKER_WIDTH, syscall.timestamp_ypos)
    ctx.line_to(LOG_TEXT_XPOS - LOG_MARKER_WIDTH, syscall.log_ypos - FONT_SIZE / 2 + 0.5)
    ctx.line_to(LOG_TEXT_XPOS, syscall.log_ypos - FONT_SIZE / 2 + 0.5)
    ctx.stroke()

    # Log text

    ctx.move_to(LOG_TEXT_XPOS, syscall.log_ypos)
    ctx.show_text("%8.5f: %s" % (syscall.timestamp, syscall.log))

def plot_syscalls_to_surface(syscalls, metrics):
    num_syscalls = len(syscalls)

    surface = cairo.ImageSurface(cairo.FORMAT_RGB24,
                                 metrics.width, metrics.height)

    ctx = cairo.Context(surface)
    ctx.select_font_face(FONT_NAME)
    ctx.set_font_size(FONT_SIZE)

    # Background

    ctx.set_source_rgb (*BACKGROUND_COLOR)
    ctx.rectangle(0, 0, metrics.width, metrics.height)
    ctx.fill()

    # Time scale

    plot_time_scale(surface, ctx, metrics)

    # Contents

    ctx.set_line_width(1.0)

    for syscall in syscalls:
        plot_syscall(surface, ctx, syscall)

    return surface

def main(args):
    option_parser = optparse.OptionParser(
        usage="usage: %prog -o output.png <strace.txt>")
    option_parser.add_option("-o",
                             "--output", dest="output",
                             metavar="FILE",
                             help="Name of output file (output is a PNG file)")

    options, args = option_parser.parse_args()

    if not options.output:
        print 'Please specify an output filename with "-o file.png" or "--output=file.png".'
        return 1

    if len(args) != 1:
        print 'Please specify only one input filename, which is an strace log taken with "strace -ttt -f"'
        return 1

    in_filename = args[0]
    out_filename = options.output

    syscalls = []
    for syscall in parse_strace(in_filename):
        syscalls.append(syscall)
        if isinstance(syscall, FirstMark):
            syscalls = []
        elif isinstance(syscall, LastMark):
            break

    if not syscalls:
        print 'No marks in %s, add access("MARK: ...", F_OK)' % in_filename
        return 1

    normalize_timestamps(syscalls)
    metrics = compute_syscall_metrics(syscalls)

    surface = plot_syscalls_to_surface(syscalls, metrics)
    surface.write_to_png(out_filename)

    return 0

if __name__ == "__main__":
    sys.exit(main(sys.argv))



0s 0.00000:
008954

S ——————omi»
010170
e —
020340

022057
oz27s2
0z2767
022520
022525
024537
024547
024556
024565
0z1s2
o166
0zm17s
203136
203357
205530
prere
277
— sz
I f— o426

‘execve: t-evince
(nul Intilzing threacls
(nul: ntilzing 180 stuff
(nul): g option-context stuff
(null: @ option_context parse

avincs
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
avince:
-avincs:

parse arguments
_spplcation register_service

it

= stod ans_int

=gg_set_desktop_fle

< applcation load_session

s fles

e spplcation_open_uri

Parsing args

v applcation_ open ui_at_dest

= pplcation_ad, fzan_path,for_scren
ex_application_get_uri_nindon
eiapplcatn.set_ampty_wndon

gt windon_set_screen

e windon_open_uri

gt widget reaize

Gl A1 windom_set_user_time

G indon_presert.

Gt windon_presart done

G main



